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Professional Summary

Senior IT System Administrator and former Microsoft 365 Identity Support Engineer.

With 12+ years of experience in Microsoft technologies, network security, cloud

solutions, virtualization, and IT infrastructure.

| leverage my technical knowledge and research skills, driven by a logical approach and

strong work ethic, to optimize and enhance IT solutions for enterprise environments.

Core Competencies & Technical Skills

Microsoft Technologies: Windows Server architecture, Active Directory, Failover
Clustering, and core enterprise services (DNS, DHCP, GPO).

Microsoft 365: Identity & Access Management (Entra ID), Exchange Online, and
SharePoint Online.

Virtualization Infrastructure: Hyper-V, VMware ESXi, Proxmox, maintaining High
Availability (HA) environments.

Networking & Security: CCNA methodologies, FortiGate Firewalls, network
traffic monitoring, security policy enforcement, and endpoint security
(Kaspersky, ThreatDown).

Storage & Hardware: Dell, Lenovo, and IBM Enterprise Servers (RAID
configurations), Synology NAS, and SAN storage architecture.

Data Protection & Recovery: Veeam Backup & Replication, business continuity,
and comprehensive Disaster Recovery Planning.

Scripting & Automation: PowerShell and Python for infrastructure automation,

agent rollouts, and routine system optimization.



Professional Experience

Manaseer Information Technology — Senior System Administrator (Jan 2026 — Present)
e Recruited back to the organization to integrate enterprise-grade Microsoft
methodologies, driving improvements in system administration, IT support, and
infrastructure security.
e Designed and built a secure, virtualized Linux environment (Ubuntu) dedicated
to Al engineering, actively hosting and managing open-source LLMs (Ollama,
Llama) to develop practical Al solutions.

Microsoft — Microsoft 365 Identity Support Engineer (Feb 2024 — Aug 2025)
® Design and implement identity and access management solutions using Microsoft
Entra ID (Azure AD), including conditional access policies, MFA, SSO, and identity
governance.

eConfigure and manage authentication protocols (SAML, OAuth 2.0, OpenID
Connect) for secure app integrations with Microsoft Entra ID.

eDevelop and enforce Conditional Access policies based on user risk, location, and
device compliance using Microsoft Entra Conditional Access.

eManage B2B identity integrations, enabling external user access while maintaining
security and compliance.

eDeploy and manage Microsoft Entra Identity Protection to detect and respond to
identity-based threats.

eImplement Just-in-Time (JIT) access and Privileged Identity Management (PIM) to
reduce attack surface for high-privilege accounts.

eConduct access reviews and lifecycle management using Microsoft Entra
Governance tools.

eConfigure and maintained Hybrid Identity with Azure AD Connect, including Pass-
through Authentication and Seamless SSO.

e|ntegrate on-premises Active Directory with cloud services, ensuring
synchronization and identity federation.



Manaseer Information Technology — Senior System Administrator (Mar 2018 — Feb
2024)
e Led IT infrastructure projects covering Windows Server, Microsoft 365, and
virtualization solutions.

e Implemented disaster recovery strategies and managed daily server operations.

e Administered Exchange Online, SharePoint, Teams, ensuring compliance and
availability.

e Configured FortiGate firewalls, improving security posture across the enterprise.

Al Ridwan Schools - Senior IT Specialist (2015 — 2016)
* Managed school IT systems, ensuring stable network and server performance.

* Deployed and managed Microsoft 365 services for staff and students.

Zarqa University Schools — IT Manager & Network Administrator (2013 —2014)
e Oversaw IT infrastructure, including servers, networking, and security solutions.

e Implementing modern technological educational solutions (Smart boards and LMS)

Al Nahda Private Schools — IT Specialist (2008 — 2012)
e Provided daily IT support for staff and students.

Education

e Bachelor of Computer Science — Al Zarga Private University, Jordan (2006)

Certificates:
e Microsoft Certified: Azure Administrator Associate (AZ-104) & Azure
Fundamentals (AZ-900)
e Cisco Certified Network Associate (CCNA)
e Microsoft Certified Solutions Expert (MCSE) & Solutions Associate (MCSA)
e Microsoft Exchange Server 2019



